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1.1.3. HiEHES
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FLUETP FHUEHEE  gatewayHiit O MHEHE PLMN  TAC  cellidentity
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SmallCell Login

UserName:

Password:

6: BREE Web TE
2. WIANHP 4. B, B “FxR” , Web & E .
ERAH 144 admin, BRIAEED: Pico@2023!@#
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WIRER "
() Static 192.30.0.137  255.255.255.0 Disabled 4001::118/64 etho ™  20:AC:9C:00:00:02 1500 Up
EhEEE
) Static 192.168.8.248 255.255.255.0 Disabled 4001::119/64 ethi 20:AC:9C:00:00:01 1500 Down

\ LANM

& 7: MgEORE



T&W

1.3.1. EZE WAN 0O
WAN £ O R FEE s ERED, FEA TR S/ K& ER:, W: OMC. MME. M
KEHRL.

FE W 2 45 G B A0 e 25 WAN E1X0F REfF ethO #2110, sidi“B e, 8 WAN 42 S E DU
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WAN # 0 R 3T IR A, EUAFEFF.

FEED G - M
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MEREE SO TR PR
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WEER
e TP (e
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m Addirass T'-'P!?! SLAtiC odl
PeaciE 1Pv4 addrads: | | 152 300,138
FHH0E =
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WLAN ! Enable WLAMID:
Ethermet: | o

Mac address: | | 2003002

& 8: EZE WAN 3ZE[Othht

WAN 2 H0d BN R R PR o

WAN$E 3R EUPvA B IE 5 . S
AddressType o DHCP: E#ZhAIKEIPHEEG, &K E Hih 23
o Static: fFEACE IPHbE AR,
*  Disabled: FIRHIWANCIIPvAVRUIOAE, RNEEBGERE;
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WANFZ 1 HIPv4 R HE
IPv4 address o DHCP /5 ), HHDHCP server /it ;

o Static 7NN, FHFIHALE ;

WAN$: O 19 1Pv4 T g .
Mask o DHCP /5 i), HHDHCP server /) fit;
*  StaticH W, TFFINBE;

3= 3: WAN 0O IPv4 S5 A

YA 5B
WANE: O 3R BUPveHLEE 7 2. S ¥
Origin o DHCPv6: ZhAFKELIPHLLE, JC 7B Hfh 24,

o Static: #&TN, FEEIPveHhhE 2T,
e Disabled: T/RIHWANCIIPvETHL ThEE CERIACFHIPVETHIL)
o REMEM A F IPVAANIPV6, A IPVORT {7 £F 2 % Disabled

WAN$E O 1 1Pv6 i ik X 5 .
IPv6 address o DHCPv6 /7 I, HHDHCPv6 server4yfic;
*  StaticH W, THFFINBLE;

< 4: WAN 0O IPv6 i8R

SHEEAK S
Mac address VWAN#E 1 MAC Hb 1k
MTU WAN#Z L FIMTU size

& 5: WAN BEOETALSHAR

LK i B
Enable VLANIAGE ¢, W 4% b 75 B E B vian b 4] i% .
VLAN ID VLAN ID, W& rh & EE S vianidif, HRIEMSMEIIES .

X 6: VLAN S#i%EB
1.3.2. BcE LAN 0

LAN $32 L2 S v A 4 374 11, E 20 TR A e MRS, R uhisfrd gt
ERE . FEM 264 LT B AL KL $E LAN DI RS eth1 #2101, i Edit 7, #EA LAN #2075
B UM . LAN 2 020N IP Huhil 2l 192.168.8.248, WITCHFwk R =K, A7EE 4T LAN CfCE .
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1.3.3. ECE IPv4 BB H

EFMEIERE RG> WEEE > Route”, HEANBHEEME (XM 55 1E [
—MEBI A EE D .

1 s d g a i — AR s, i EpR.

BEEs BEEE - Route
BEEE

RS

ERaE

wEsm

e | [

HEEER
IPSecER
FEHRE

BEAR e o
Route | DestIP Gateway
BRRE Status Subnet Status | IPv6 Ethernet
Type | Address IP Address

_ Disabled Disabled Default Enabled | Enabled feB0::20c:29ff:fede:7202  ethD

Router {£8:
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& 9: FHmikea
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EHEER
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EHEEE

WEEE - MRS

YREEE - FEEE
FrEMEEEREEN =R Ed

Router (5:

Router ID: NEW

Enable: Enable

StaticRoute: | | Enable
DestIPAddress:  0.0.0.0

T ISERRN Y DestSubnetMask: | 0.0.0.0

GatewayIPAddress: | |192.168.3.1

Ethernet: | | none v
Origin: = Static
Enable: Enable

DestIPPrefix: | |4001::118

IPvoForwarding NextHop: | |4001::118

Ethernet: | none b

Origin: | Static

10: BRERECE

TEE MR ES R, N RN,
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Enable % I OC . Ak AfERE, KAk NAMEE.
StaticRoute Fc B PRI FH A X B B A, e 720 0 B

Pie F 1) P D9 BB R, AN ) e B T

DestIPAddress

HHEIPHhE, StaticRoutez) ik i) 75 B E , ANa)ikh), AR E

DestSubnetMask

H IPH 31k 1 7 P 85, StaticRoutez) i 75 L &, A2 ik,

AN G B

GatewaylPAddress

2 H FIIPH IR ) X SR IP L IE o

Interface

Wic B % T E R N %32 1, WANT NethO, 7 Eik#F

xR 7 ERHEESHINA

1.4 PXEE

PR P B E B ARk N XS, B SRl i AR, ANXRR IR TARBIE . A
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i AR W 2% K K af v L
AR “WEREH > PXRE” WELWEASH, WHER.

wBEEE
BEEE
TSRS
BHEE
fi=—d
HEEE
REEE
EEEEE
IPSecEE
FEEE
B
WiREE
EhEEs

REEE - RS

AdminState: Enable
Duplex Mode: (® FDD () TDD
SecGWServer:

S1sigLinkServer: | |192.30.0.22

AssocStatus: | Error

PLMNID Celll

Cellldentity:  |2571389
UeNumber: | 0
CandidateARFCNList: || 1850

EARFCNDLInUse: 1850
FreqBandIndicator: | |3

RootSequencelndex: |20

DL Bandwidth: 100

ReferenceSignalPower: | |-10

SubFrameAssignment: |2

AntennaPortsCount: 1® 2 4

EnbType:
TAC: | |1
30

S1RetryMaxNum:

S1Status:  InProgress

OpState:

VolteUeNumber:

CandidatePCIList: | |1

EARFCNULInUse:

PhyCellIDInUse:

RootSequencelndexinlse:

UL Bandwidth:

PAGain:

SpecialSubframePatterns:

RxAntennaPortsCount:

MACRO ENB (® HOME ENB

false

10850

111

20

100

1® 2 4

SRR

B 11 MNXEEELASH
X FEAZ O M T BN E RS

Yt HA

AdminState N AR RE RS I TT G, Gl LB 4 BT A A S S 2 &5
e mikEnable: #IL/NX, JEvhEAN AR
e L/AikEnable: JCH/NX, FEGG TS
EnbType eNB2:71, MARCOFIHOME. #kilhomeZi7!
TAC VLl BT AR (1 R R X ARAS, TS S R R EVE . |
N L
°* HUETEHE: 0~65535
PLMN ID /N X & [P PLMN ID
S1SigLinkServer MME ) IPHE3E, 5 4% G A MME 1P Hb ik R RF — 3.
o XFRZEE10MMMEHL;
o Z/MMEHhHE A 5 SCE S R FF
SecGWServer ZAMKIPHEE, BEEZOMIEATEZES, AReEMK
(ipsec) M LIS 24 5C (1) IPH L .
Cellldentity /NX FIECI
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* 8: XL MSHUIRH

HASH BT RPT7s .

SH AWK Pt Bl
Duplex Mode W T8, FDDZ: BN AFDD, ARefzek.
S1RetryMaxNum S i K=k 8 I %t R I Tk D @ 3L S 3%
e, Bhuh 9 3)E e IR gk e .
S1Status STEHRE .
AssocStatus SCTPH PR S
OpState NX TAERES

o MUNXENRIN, WA LAER, CIREN “true” ;
o MAdminstateR{EFEE/NX KRB LI, REN “false”

CandidateARFCNList

BRI (AR ST RRIT)

o HRBE M, B R SN X

*  HBECEZAIUL, HEuGARIESONIAR B HE B ) BE 1 FE A kI 2 57
X

CandidatePCIList

PCIFI#%. (ZAPCIHIEGESEIT)

o A HEE—ANPCI, Fuhfd iZPCIE AL /NX

o B ZAPCI, HiitliESONMIPCIE N & Uitk BEPCIFHE /N
X

EARFCNDL/ R SR A ) B R AT A BT, RS
EARFCNUL

FreqBandIndicator Rl TAESE, AHRrE sk

PhyCelllD vk SEBRAE F IPCL, R %

DL Bandwidth/
UL Bandwidth

R sl S A B, W ELE R TE R N I PRBANM L (BN AT R —
0

s 5MHz# % ~25

o 10MHz# %5 450

o 15MHzA 5 H75

s 20MHz# % 5100

ReferenceSignalPower

SIS T INER ., (20M7F 5% & K E N15)
o BN, S2BR A% H 53R N ReferenceSignalPower+31, FAL KN
dBm, #115+31=46dBmHEL40W.

PAGain PA 258, — R IESIZE N “0” ASHIEK
AntennaPortsCount LG RN K, EEREAN “27 (MIMO) AReEEk
RxAntennaPortsCount  PEui H TN KL, @HEEEN “27 (MIMO) AREE

B

* 9: HENXSHIiA

A )=

il

—EAHWBE (R EF) 2FRAXETR, FHERTRAFT.
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1.5 IPsec it B

FLuh SR EAP-AKA . AEHSAT PSK =FHAIET 2, Rl i 3 For S He B 7 % .

EEREWNT NS

l

[ BC B Profile |

l

L O 3 1% %6 ) %2 2= I S th 4k J

|

l {EgEIPsec |

£

& 12: IPsec Be BRI

1.5.1. &®E PSK

Web T 4%: &M > IPSec &1 > PSK % &

1. /OFE”, W PSK; sCEUETIR A N GifH PSK.

BaEs BE(ES -- PSK
REEE

- =
HEEL S PreSharedKey m
o1 |2

EEEE
oS ASCIT ~ |=sases
MEES
1HEEEE
PsecER
IPSeciz &
el

vSIMIZE

13: Mg PSK

2. k¥ PSK 457530, M key {H, #1123456, #A)m i “Submit” 252,
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wEER

IBEEE -- PSK iR
EEEE

MNEEE N4
TEEE

o Enable/Disable: Enable
BHiEE

S Encading: || ASCIT

b PreSharedKey: | sssses

FESEE

1EEEEE
IPsecEE

IPSecis =

=EIEHER

VSIMEE

14: BE PSK

1.52. BEREH VSIM £

Web T 4E: H&EH > IPSec &3 > vSIM % &

1.0 & R, EIEM vSIM BCE ; sCE RO R IR . SidE vSIM LE .

mEEs GEEE - vSIM
AmEE

NEEE M
- - -
BAig2E
oL |2 Hex #ValusInNvram #ValueInNvram

BESE

WEERE

HEEEE

1PSecE=E

1PSeciz =

ZRIFRER

PSKiEE

R

s

B

[ 15: #mai&sERL vSIM
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H 2~

2. (EREREIN vSIM FLE, EFME% T, fiA key M OPc i, #AJ5 sidi “Submit” 22,

BEEE

EEEE
NEEE
RELE
EiLigE
BoESE
MEEE
RBEE
HREEE

IPSecE=ER
IPSecig s
ZIFEEE
PSKiZEH
e
XS
RHEE

EEEIE -- vSIM

o1 2 Hex

#ValueInNVram #ValueInNvram

16: BCEERL VSIN B

1.53. iEFEcE

Web T 4E: H&EH > IPSec &1 > “4iFPEH

1. RdEFE client 15,
2. NEIEFESCHE, IEREUEIEL I P12 85 2RE T
3. AEHSANIER, SANEBEEESESIER.
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BERES
BEEE
PREE
RS
=2
REES
FEEE
=eEEE
PSecER
IPSecizE
PSKIEE
VSIMIZE
IR
B
Rl
R

REEE - RIRER

et e

ERIFRER
Certificate List:

REEIEH
RS
CAIFE

® Client if5

o SREENE

B 17: iEEBSA

1.5.4. HZE Profile

Web TUHEZ: H&AEH > IPSec B > IPSec iXE > Profile
BB 1B Profile it & .

PSK. EH5H vSIM =5, BREBTT XS HA RS, HRSHAERA AL BRI

WSIRUT I VELR B -
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. [E=ia—
]
EEER
Enable | Y
NXERE
THaEE RemoteEndpoints
BARE Localld
BESE
Remoteld
PEES
pEEE EAPIdentity |#ValueInNVram
SRS SubnetIPType  Same SecGW
IPSecEE
LocalSubnet || 0.0.0.0/0
[ roiem
oTRER RemateSubnet | |0.0.0.0/0
Sy
PSKEE AuthenticationMethod
VSIMIZE
PeerfuthenticationMethod
R
Ei tionAlgorithi AES-CBC
FaEieE ncryptionAlgorithms | |Al
EfFEA IKEV2 IntegrityAlgorithms | HMAC-SHAT-06
TifE=H
DiffieHellmanGroupTransforms | |MODP-1024
EHEiEE
Encryptiondlgorithms || AES-CBC
IntegrityAlgorithms | HMAC-SHAL-96
DiffieHelimanGroupTransforms | NONE
Rekey 1
Reauth 0
IKEv2SATImeLimit | 7200

ChildSATimeLimit | 3600

& 18: B E profile
SH AWK L]

RemoteEndpoints H 5 22 4 W 5% 1 1Pl ik

Localld JLuGID (Left ID) , EAP-AKAX RN 1 5 IMSI 4

Remoteld ‘74 KID (Right ID) , HZAMOCHEAE, HRHE 2 42 W e fe fit
IOEEPSE

EAPIdentity EAP-AKAS AU S IMSIE, HASHr R ETES

SubnetIPType (R F BB T TR 1B ek

LocalSubnet

R Fr BRMELTE /& 12 T

RemoteSubnet e
7 1, 2 NE S | /e g
mmomgy IR B R i
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PR

3R 10: Web ALE Profile &%
(1) PSK U7, Profile AL E.
KF PSK £ ET, T/ Profile FELE LA PSK. INTE 5 Fri7R.

TRtegrityAlgonthims: SEo MAC
KPDK-MD35
AES-XCBC-96 =
7 g | ==
FTee MODP-768
REEE DiffieHelimanGroupTransforms: :?IgE‘E:g;:
MODP-2048
MBS MODP-3072 =
tTHEEE Rekey: Enable
Reauth: | | Enmable
BESE
IKEv2S5ATImeLimit: | | 7200
HEEE
MeEEE ChildSATimeLimit: | 3600
THEE.
MarginTime: | 300
IPS=ciZE IKEv2DeadPesrDetectionTimeout: 30
e
RSEHER IKEvZDeadPeerDetectionAction: | | Clear v
PSKIEE
vSIMIZE
IKEv2AuthMethod : PSK v
S
S
ErE
T 4] 123438 -
i
FHEER
IKEv2PeerAuthMethod: PSK v
1Y i} 123456 O

B 19: #%#F PSK
(2) vSIM FEMF A, Profile L&
KRAEM vSIM £ AKX, FE7E Profle PELELMABIERLL vSIM. ANEIFFR.
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aEEs
AEEE
NRES
RS iy
BEEE
S
REESE

DiffieHellmanGroupTransforms:

Reauth: | |

IKEv2SATImeLimit:

PEEEE ChildSATimeLimit:
HEEEE

MarginTime:
IPsecEE

S—
REUTER IKEv2DeadPeerDetectionAction:
PSKIEE

IKEv2DeadPeerDetection Timeout:

vSIMIZE

HER

IKEv2AuthMethod : vSIM b

s T

o
]
=kl

0102030405060708010203040506070)

IKEv2PeerAuthMethod: PSK v

HMM e B 1]

123456

S |

& 20: EZFER vSIM
(3) IEFEM LR, Profile iLE

RAMERENARET, E1E Profile FEELENAMNIER. MWERR.

18

DES-MAC
KPDK-MDS5
AESXCEC-26

MODP-768

MODP-1024
MODP-1536
MODP-2048
MODP-3072

E Enable

| Enable

7200

3600
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IntegrityAlgorithms: DES-MAC
KPDK-MD5
AES-XCBC-96 &
wEEE
MODP-768
i =0 B
HEEE . i .| [MODP-1024
DiffieHellmanGroupTransforms: MODP-1536
NRKEE MODP-2048
MODP-3072 =
VHEEE
Rekey: Enable
. Reauth: [ | Enable
RS
meEE IKEv2SATimeLimit: 7200
SRR ChildSaTimeLimit: | 3600
SHEERE
IPSece T MarginTime: 300
IKEv2DeadPeerDetectionTimeout: 30
ZEURER
IKEv2DeadPeerDetectionAction: | | Clear v
PSKIEE
VEIMIEE
i IKEv2AuthMethod : | Certificate v
EREET]
Einta=y
Type Issuer
EfFtER
1 | dient C:I‘-'1Y,ST:I(L,L:\‘TL,O:C-’JS.Q,G‘U:LTE,CN:CASAC&D
TR

IKEv2PeerAuthMethod: PSK W

debe N ]
o 0

& 21: #&ZFiEB
1.5.5. f¥8E IPSec

e EETAHRECE S, 6 IPSec. AR M AR, My iR #ZHEEE IPSec

k.
==
pa =

B CIRAET B, BHEAMBR CTMER” , KRR LR LLARERS, BA—Kkita
PAT EBERAE

19
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" sfERERT, EAE
BEEE HEEE - IPSec BEHRISAR
HETE S
NREE IPsec B35 : ISR BIPseclRE 7 SitiEIFFEl sHIEF
HEEE ’
] psk ’
EHREE Support Auth Method [ | SIM
CERT
HOEEE
FeEs IPSectun0 MTU || 1400
I=EEEE
IPSecER

IPSedBEEE

ZoTHER | PassThrougl H T

PSKIZE

& 22: f$HE IPSec
1.5.6. BF IPsec RS

FLuh 2 W R RS L w A fBIE 2 5, WA RSE IS IPSec HH > IPSec % B
S>Tunnel WHIEE IPsec [FiERA . W FEFR.

BEES HEEIE - IPSec
BEEE
R 1Psec }75 : IBTERAIPsec g 2 IR ERAISHINEAL
HEEE
[ psk
BEE Support Auth Method | [ | SIM
CERT
=2
AEEs IPSectund MTU | 1400
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